RICOH

PanelService vl1

SDK/J Authentication Package Version:1.0

>

Embedded Software Architecture



Copyright © 2008 Ricoh Co., Ltd.

Ethernet

PostScript Acrobat

Windows Microsoft Corporation

UNIX X/0pen

Red Hat Red Hat, Inc.

Linux Linus Torvalds

Java JavaCard JVM CWM CDC SUN
Eclipse eclipse.org

0SGi(TM) The Open Services Gateway Initiative

Apache The Apache Software Foundation



RICOH Confidential

....................................................................................... 2

L L e e e e e e e e e e aa e 2
L e e e e e e e e 2
o 2
........................................................................................... 3

0 O o 5
A O o (R3] Y ot 5
2.3. CemRequestHandler e e e e e e aaaaeaaeaaaan 5
A O o111 0= o 1= 5
..................................................................................... 6
.......................................................................... 7

O 11 =T 4 o 7
4.2. requestLogin requestLogoUt e 7
4.3. CcmRequestHandler CcmService ] el 8
................................................................. 10

T D 10
52 10
......................................................................................... 11

PanelService vl SDK/J Authentication Package Version:1.0 -1-



1.

Panel Service v1.0 Panel Service
SDK Type-J SDK/J
1.1.

Panel Service SDK/J
- SDK/J

Panel Service

1.2.

Panel Service

- Panel Service

RICOH Confidential

Panel Service Device

Panel Service SDK/J Authentication Package

1.3.

Panel Service

Panel Service

CcmRequestHandler handle 30

30

Panel Service

Panel Service

Panel Service

- Panel Service

PanelService vl

Panel Service

Panel Service

30

PIN Panel Service

PIN 1 8

SDK/J Authentication Package Version:1.0 -2-



2.

SDK/J

Windows

Panel Service
LDAP
Service

Authentication Package Bundle

RICOH Confidential

Panel

Panel Service

Interface Module

PIN
Built-in Application
Op
DO e erve
C Request
Panel '
Lock/ UN/PW

SDK/J Application

Panel Service

Interface Module
Java VM

Unlock

User Authentication
Management

Enhanced Authentication

PIN

Service Layer

Management

Panel Service

Panel Service Interface Module

Panel Service

PIN Interface Module PIN
PIN PIN
CF-agy cPanelService Cnterface Module

Uit q‘:dcreatem ! I I

u | |

| |

| . | |

| WOER gyl prnms |

| | ’L

| |

1y e S R 1 A T ) A

P 0N b B L = PIN
|'fjf""' - ""'Jz'é":: """ T TT =TT = L} """"""""
e FlMl“—E‘@l ————— > - I ;
I IR
I | T 1= - = PN g D |
I PINGID (/21" - 07 {30 Bep [FT@TL HIFPINE |
| Pl {2458 - 0ol A= B L( AT E |
I e e
'EE_ I B B I i S

| | ? = Tl A Il O 3 N T R T B

| | T T T o= | DN AT F B LT

| | | FAFELFITD

PanelService vl

SDK/J Authentication Package Version:1.0 -3-



requestLogin()

PIN
PIN

Panel Service

RICOH Confidential

CcmRequestHandler

Cnterface Module

Cem CcmService
Interface Module
CcmRequest CcmService
handle(CcmRequest[])
handle InvalidPINExceltion
CAnplication
| <<creates CCrr e
L |

getServicef) |

handler:

L
hdndier. igreatEb —
ComPeguestHandler

==ireate

CocmService
e R

ZRRice :
CrmSenvice

SethequeatHandler(hannller:CcmRequeatH@

i

|
requeleugin(}

|

|

handIekrequests:CcmRequeEtﬂ}

Bl

|
|
|
|
|
|
|
q

pr EE

T i

S - ORI R

‘EE::::‘_‘_‘_‘_?

validPIMException

. F ===

T334 !

o Rl R

I
A9 {22175 - 0ot

PIN

PanelService vl

. |

AMTRD-1E |

2 [ ComReguest]l - set |
i

-4, - o (o A0=b- il

SDK/J Authentication Package Version:1.0 -4-



RICOH Confidential

Panel Service Javadoc
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4_.1. CcmService

Panel Service Ccm getService()

CcmService

/** CcmService */
CcmService ccmService = new Cem() -getService();

4.2. requestLogin requestLogout

/
requestLogin() requestLogout()
requestLogin()
requestLogout()

CardManager cardManager = new CardManager();

cardManager .addCardListener(
new CardEventListener() {
/** */
public void inserted(CardEvent e) {
ccmService.requestLogin();

}

/** / */
public void removed(CardEvent e) {
ccmService. requestLogout();

}
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Panel Service CcmRequest
CcmRequestHandler
handle() CcmRequest  Name Password VerifyPIN
CcmRequest
PIN handle() InvalidPINException
PIN

CcmRequestHandler myHandler = new CcmRequestHandler() {
/** handle */
public void handle(CcmRequest[] requests)
throws UnsupportedRequestException, InvalidPINException, I0Exception {
Name name = null;
Password password = null;
VerifyPIN pin = null;

/** */
for (int i = 0; i < requests.length; i++) {
if (requests[i] instanceof Name) {
name = (Name) requests[i];
} else if (requests[i] instanceof Password) {
password = (Password) requests[i];
} else if (requests[i] instanceof verifyPIN) {
pin = (VerifyPIN) requests[i];

} else {
/** */
throw new UnsupportedRequestException();
}
}
/** */
try {
if (pin = null) {
byte[] pinBuffer = pin.getPINQ);
/** PIN */
cardService.verifyPIN(pinBuffer);
}
if (name = null) {
/** */
byte [] nameBytes = cardService.getUser();
name.setName(nameBytes) ;
}
if (password != null) {
/** */
byte [] passBytes = cardService.getPassword();
password.setPassword(passBytes);
}
} catch (CHVException e) {
/** PIN */
throw new InvalidPINException();
}
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CcmRequestHandler  Panel Service setRequestHandler()
CcmService
CcmRequestHanlder CcmService CcmRequestHandler
CcmRequestHandler AlreadySetException
/** CcmRequestHandler */
ccmService.setRequestHandler(myHandler);
removeRequestHandler() CcmRequestHandler

/** CcmRequestHandler */
ccmService. removeRequestHandler(myHandler) ;
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