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1. Introduction

SDK/J Authentication Package offers some sample applications.

This document provides information on the sample applications and explains how to use them.

1.1. Target Readers

This document is intended for the Device SDK Type-J (hereinafter referred to as "the SDK/J") application
developers who are familiar with:
- The basics of SDK/J application development.

- The basics of the SDK/J Authentication Package.

For details on SDK/J application development, see the Device SDK Type-J Developer’'s Guide.

For details on SDK/J Authentication Package, see each User’'s Guide and Developer’s Guide.

SDK/J Authentication Package v1.0 Sample Application SDK/J Authentication Package Version:1.0 -3-
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2. SCF CardObject Sample

Location : smartcard framework/sample/dsdk/dist/285409953

2.1. Execution Environment

- PC/SC daemon is enabled. *
* Please see “SDK/J Authentication Package Settings Guide” for details.

2.2. Features Overview

- The SCF CardObject Sample is an Xlet application that retrieves information from the card, sends an APDU
request to the card, and receives an APDU response from the card, by using an instance of the Card class of the
SCF.

- This sample application supports all sorts of cards the card reader device can read; the range of the supported
cards is determined depending on the specification of the card reader device.

- When an error has occurred, this sample application displays an error message on the operation panel.

SDK/J Authentication Package v1.0 Sample Application SDK/J Authentication Package Version:1.0 -4-
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2.3. Screen Image
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(1) Message Display Area

A message regarding the operation of the application is displayed.

It can be an instruction, an error message, etc. for example.

(2) Slot Display Area

The slot to which the card has been inserted is displayed.

(3) Protocol Display Area

The protocol the card uses is displayed.

(4) ATR Display Area
The ATR of the card is displayed.

(5) Enter Button
When this button is clicked, a soft keyboard that allows the user to specify the APDU request to send to the card

appears. The APDU request should be specified by a hex string.

(6) Request Display Area
The APDU request to be sent to the card is displayed.

(7) Response Display Area
The response APDU the card returns is displayed.

SDK/J Authentication Package v1.0 Sample Application SDK/J Authentication Package Version:1.0 -5-
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2.4. Operation Procedures

- Card Detection
- Set a card to the card reader device.
-- When the APDU request has been specified, the application will send the request to the card and receive
the APDU response from the card.

-- When the card is detected, the [Start] key LED indicator will glow green.
- Card Removal

- Remove the card from the card reader device.

-- When the card is removed from the card reader device, the [Start] key LED indicator will glow red.

SDK/J Authentication Package v1.0 Sample Application SDK/J Authentication Package Version:1.0 -6-
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3. SCF waitForCard Sample

Location : smartcard framework/sample/dsdk/dist/285409954

3.1. Execution Environment

- PC/SC daemon is enabled. *

- SCF CardService Sample bundle is installed and is operating properly.
* Please see “SDK/J Authentication Package Settings Guide” for details.

3.2. Features Overview

- The SCF waitForCard Sample is an Xlet application that detects the card by using the waitForCard method of the
SCF.

- This sample application obtains the serial number of the Cryptoflex card by using the card service offered by the
SCF CardService Sample bundle after detecting the card, and then displays it on the operation panel.

- When an error has occurred, this sample application displays an error message on the operation panel.

* For the supported Cryptoflex cards, see the table on page 12.

SDK/J Authentication Package v1.0 Sample Application SDK/J Authentication Package Version:1.0 -7-
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3.3. Screen Image

wark waitFarCard sample
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(1) Message Display Area
A message regarding the operation of the application is displayed.

It can be an instruction, an error message, etc. for example.

(2) Serial Number Display Area

The serial number that has been obtained from the card is displayed.

3.4. Operation Procedures

- Start of the waitForCard method
- Press the [Start] key.
-- The waitForCard method will start and the [Start] key LED indicator will blink red.

- Card Detection = Serial Number Obtainment
- Set a card to the card reader device.
-- After the serial number is obtained, the waitForCard method will stop and the [Start] key LED indicator will

glow green.
- Stop of the waitForCard method

- Press the [Clear/Stop] key.
-- The waitForCard method will stop and the [Start] key LED indicator will glow green.

SDK/J Authentication Package v1.0 Sample Application SDK/J Authentication Package Version:1.0 -8-



RICOH Confidential
4. SCF CardEvent Sample

Location : smartcard framework/sample/dsdk/dist/285409955

4.1. Execution Environment

- PC/SC daemon is enabled. *

- SCF CardService Sample bundle is installed and is operating properly.

* Please see “SDK/J Authentication Package Settings Guide” for details.

4.2. Features Overview

- The SCF CardEvent Sample is an Xlet application that detects the card by using the CardEvent class of the SCF.
- This sample application obtains the token ID of the JavaCard card by using the card service offered by the SCF
CardService bundle, after detecting the card, and then displays it on the operation panel.

- Also, when the card is removed from the card reader device, this sample application displays a message that
indicates the card removal on the operation panel.

- When an error has occurred, this sample application displays an error message on the operation panel.

* For the supported JavaCard cards, see the table on page 12.

SDK/J Authentication Package v1.0 Sample Application SDK/J Authentication Package Version:1.0 -9-
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4.3. Screen Image

CardEvent sample
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(1) Message Display Area
A message regarding the operation of the application is displayed.

It can be an instruction, an error message, etc. for example.

(2) Token ID Display Area

The token ID that has been obtained from the card is displayed.

4.4. Operation Procedures

- Registration of the CardEvent listener
- Press the [Start] key.
-- After the CardEvent listener is registered, the CardEvent listener will start and the [Start] key LED indicator will
blink red.

- Card Detection = Token ID Obtainment
- Set a card to the card reader device.
-- After the token ID is obtained, the [Start] key LED indicator will blink green.

- Card Removal Detection
- Remove the card from the card reader device.

-- After the card removal is detected, the [Start] key will blink red.

SDK/J Authentication Package v1.0 Sample Application SDK/J Authentication Package Version:1.0 -10-
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- Deletion of the CardEvent listener

- Press the [Clear/Stop] key.

-- The CardEvent listener will be unregistered and the [Start] key LED indicator will glow green.

SDK/J Authentication Package v1.0 Sample Application SDK/J Authentication Package Version:1.0 -11-
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5. SCF CardService Sample

Location : smartcard framework/sample/server/dist/285409956

5.1. Execution Environment

- PC/SC daemon is enabled. *

* Please see “SDK/J Authentication Package Settings Guide” for details.

5.2. Featrues Overview

The SCF CardService Sample is the OSGi bundle that registers/unregisters the scfbundle.MyAppletService
service and the scfbundle.MyFileAccessService service with/from the card service registry.

When the bundle starts, the MyAppletService service and the MyFileAccessService service are registered with the
card service registry. And when the bundle stops, they are unregistered from the card service registry.

This means that they will be available as long as the bundle is operating.
The MyAppletService service is a card service that, in a JavaCard card, selects an applet and sends an APDU
request to the applet.

The MyFileAccessService service is a card service that, in a Cryptoflex card, reads files.

The supported cards are as follows:

MyAppletService MyFileAccessService
The JavaCard cards that comply with either of the Cryptoflex 4k , Cryptoflex 8k ,
following standards:
- JavaCard2.1.X + GlobalPlatform2.0.X Cryptoflex 8k v2 , Cryptoflex 16k ,
- JavaCard2.2.X + GlobalPlatform2.1.X Cryptoflex 32k , Cyptoflex 32k v1 ,
* The CardManager of the GlobalPlatform must be Cryptoflex e-gate, Cryptoflex e-gate 32k

specified as the default applet.

SDK/J Authentication Package v1.0 Sample Application SDK/J Authentication Package Version:1.0 -12-
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6. OCF waitForCard Sample

Location : OpenCard Framework/sample/dsdk/dist/285409957

6.1. Execution Environment

- PC/SC daemon is enabled. *

- OCF CardService Sample bundle is installed and is operating properly.

* Please see “SDK/J Authentication Package Settings Guide” for details.

6.2. Features Overview

- The OCF waitForCard Sample is an Xlet application that detects the card by using the waitForCard method of the
OCF.

- This sample application obtains the serial number of the Cryptoflex card by using the card service offered by the
OCF CardService Sample bundle after detecting the card, and then displays the obtained serial number on the
operation panel.

- When an error has occurred, this sample application displays an error message on the operation panel.

* For the supported JavaCard cards, see the table on page 18.

SDK/J Authentication Package v1.0 Sample Application SDK/J Authentication Package Version:1.0 -13-
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6.3. Screen Image

nark waitForCard sample
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(1) Message Display Area
A message regarding the operation of the application is displayed.

It can be an instruction, an error message, etc. for example.

(2) Serial Number Display Area

The serial number that has been obtained from the card is displayed.

6.4. Operation Procedures

- Start of the waitForCard method
- Press the [Start] key.
-- The waitForCard method will start and the [Start] key LED indicator will blink red.

- Card Detection --> Serial Number Obtainment
- Set a card to the card reader device.
-- After the serial number is obtained, the waitForCard method will stop and the [Start] key LED indicator will

glow green.
- Stop of the waitForCard method

- Press the [Clear/Stop] key.

-- The waitForCard method will stop and the [Start] key will glow green.

SDK/J Authentication Package v1.0 Sample Application SDK/J Authentication Package Version:1.0 -14-
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7. OCF CardTerminalEvent Sample

Location : opencard framework/sample/dsdk/dist/285409958

7.1. Execution Environment

- PC/SC daemon is enabled. *

- OCF CardService Sample bundle is installed and is operating properly.
* Please see “SDK/J Authentication Package Settings Guide” for details.

7.2. Features Overview

- The OCF CardTerminalEvent Sample is an Xlet application that detects the card by using the CardTerminalEvent
class of the OCF.

- This sample application obtains the token ID of the JavaCard card by using the card service offered by the OCF
CardService Sample bundle after detecting the card, and then displays the obtained token ID on the operation
panel.

- Also, when the card is removed from the card reader device, this sample application displays a message that
indicates the card removal on the operation panel.

- When an error has occurred, this sample application displays an error message on the operation panel.

* For the supported JavaCard cards, see the table on page 18.

SDK/J Authentication Package v1.0 Sample Application SDK/J Authentication Package Version:1.0 -15-
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7.3. Screen Image

wark CardTermina lEvent sample
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(1) Message Display Area
A message regarding the operation of the application is displayed.

It can be an instruction, an error message, etc. for example.

(2) Token ID Display Area

The token ID that has been obtained from the card is displayed.

7.4. Operation Procedures

- Registration of the CardEvent listener
- Press the [Start] key.
-- After the CardEvent listener is registered, the CardEvent listener will start and the [Start] key LED indicator will
blink red.

- Card Detection = Token ID Obtainment
- Set a card to the card reader device.
-- After the token ID is obtained, the [Start] key LED indicator will blink green.

- Card Removal Detection

- Remove the card from the card reader device.

-- After the card removal is detected, the [Start] key LED indicator will blink red.

SDK/J Authentication Package v1.0 Sample Application SDK/J Authentication Package Version:1.0 -16-
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- Deletion of the CardEvent listener

- Press the [Clear/Stop] key.

-- The CardEvent listener will be unregistered and the [Start] key LED indicator will glow green.
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8. OCF CardService Sample

Location : opencard framework/sample/server/dist/285409959

8.1. Execution Environment

- PC/SC daemon is enabled. *

* Please see “SDK/J Authentication Package Settings Guide” for details.

8.2. Features Overview

The OCF CardService Sample is the OSGi bundle that registers/unregisters the ocfbundle.MyFactory service
with/from the card service registry.
When the bundle starts, the MyFactory service is registered with the card service registry. And when the bundle
stops, it is unregistered from the card service registry.
This means that the card services offered by the MyFactory service, the ocfbundle.MyAppletService service and

the ocfbundle.MyFileAccessService service, will be available as long as the bundle is operating.
The MyAppletService service is a card service that, in a JavaCard card, selects an applet and sends an APDU
request to the applet.

The MyFileAccessService service is a card service that, in a Cryptoflex card, reads files.

The supported cards are as follows:

MyAppletService MyFileAccessService
The JavaCard cards that comply with either of the Cryptoflex 4k , Cryptoflex 8k ,
following standards:
- JavaCard2.1.X + GlobalPlatform2.0.X Cryptoflex 8k v2 , Cryptoflex 16k ,
- JavaCard2.2.X + GlobalPlatform2.1.X Cryptoflex 32k , Cyptoflex 32k v1 ,
* The CardManager of the GlobalPlatform must be Cryptoflex e-gate, Cryptoflex e-gate 32k

specified as the default applet.
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9. Panel Service Sample

Location : panelservice/sample/server/dist/285409960

9.1. Operation Environment

- PC/SC daemon is enabled. *

- Panel Service API is enabled. *

- No other SDK/J application using the Panel Service is currently active on the same device.

- The address book of the target MFP/LP has the user whose login user name and the login password are “user”
and “pass” respectively. (For details on the address book configuration, see the document supplied with the target
device.)

- The basic user authentication management and the enhanced authentication management are enabled on the

target device. (For details on the authentication function configuration, see the Panel Service User’'s Guide.)
* Please see “SDK/J Authentication Package Settings Guide” for details.

9.2. Features Overview

This sample application is a server type application which provides the following features:

- Card detection: when a card is set to the card reader device, it is detected.

- PIN verification: a PIN verification is performed after a card is detected.

- Obtainment of the login user name and login password: the login user name and login password is obtained after the
PIN verification.

- Unlock of the operation panel: the obtained login user name and login password is sent to the user authentication

module and the operation panel is unlocked.

This sample application uses SCF to communicate with smart cards. Any smart card type can be used in this sample

application as long as it is supported by the PC/SC card reader connected to the target device.

This sample application uses the following parameter values; they can not be changed.

Parameter Value
PIN 1234
Login user name user
Login password pass
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9.3. Screen Images

<<Web screen>>

This sample application has no screen.

<<Panel image>>
When the authentication management is set approriately, the panel image will be as follows. (For 4 line LCD models,

the panel image will be different one)

Set an authentication card or enter login user
name and login password, then press [Login].

» Looin User Name

P Login Password

Cancel H

(1) Login User Name Display Area and Login Password Display Area

These areas display the login username and login password entered from the soft keyboard.

(2) Enter Buttons (Soft keyboard display buttons)

These buttons display a soft keyboard when they are clicked.

(3) Cancel Button

When this button is clicked, the entered user name and/or password are canceled.
(4) Login Button

When this button is clicked, a user authentication is performed with the given login user name and login password.

Note: This Ul is for manual input authentication.

SDK/J Authentication Package v1.0 Sample Application SDK/J Authentication Package Version:1.0 -20-
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9.4. Usage
Login
Set a card to the card reader device.

(For manual login, click the Enter button and enter a login user name and login password by using the soft

keyboard.)

Logout

Press the [Login/Logout] hard-key when you are in login.
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10. Smart card authentication sample

Location : sample/server/dist/285409977
URL . http://[ipaddress]:8080/smart/localauth/main

10.1. Operation Environment

- PC/SC daemon is enabled. *

- Panel Service API is enabled. *

- No other SDK/J application using the Panel Service is currently active on the same device.

- The address book of the target MFP/LP has users whose login user name and the login password are set

appropriately. (For details on the address book configuration, see the document supplied with the target device.)

- The basic user authentication management and the enhanced authentication management are enabled on the

target device. (For details on the authentication function configuration, see the Panel Service User’s Guide.)

* Please see “SDK/J Authentication Package Settings Guide” for details.

10.2. Features Overview

This sample application is a server type application using Panel Service. The work flow of this sample is as follows:

1.

2
3.
4

Detects a smart card.
Obtains thelD of the inserted smart card.
Converts the ID to the corresponding login user name and login password using the local ID list.

Performs the user authentication using the login user name and login password.

If the login user name and login password correspond which correspond to the inserted card ID can not be found in

the ID list, the user authentication will fail. The ID list can be modified from web screen or by editing

[INSTALLPATH]/home/localauth.dat file directly.

This sample application uses SCF to communicate with smart cards. The smart cards available in this sample

application are as fallows:

- JavaCard

JavaCard2.1.X + GlobalPlatform2.0.X or JavaCard2.2.X + GlobalPlatform2.1.X

(The CardManager of the GlobalPlatform must be specified as the default applet.)

- Cryptoflex

4k, 8k, 8k v2, 16k, 32k, 32k v1, e-gate, e-gate 32k
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RICOH Confidential
10.3. Screen Images

<<Web screen>>

- Main screen
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e |
A0900062FFOZO0017570 javacarduser javacardpass S il I

Edit || Remove |

40906642257168061F 10 javacarduser javacardpass

EditJ| Remove |

A07050T2ZEAQ0000041 A javacarduser javacardpass

Edit || Remove |

A0200062FFOZ0001 7954 jadran

Inserted Card ID

40900062FF02000178KF oo telst | | (5)

Inzert a card to the card reader, then press the button below,

Check currend card 10 J (6)

[EjA-tHEnanalE g BE A bsRet ;I
No Button Action
(1) Reload Reloads the page.
(2) Add new user Adds a new ID to the ID list.
(3) Edit Edits the selected ID / login user name / login password.
(4) Remove Removes the selected ID.
(5) Addto the list Adds the displayed ID to the ID list.
(6) Check current card ID Obtains the currently inserted card ID and displays it on the screen.
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- ID edit screen

2} smart card authentication sample - Microsoft Internet Explorer

=of =i
FeUE REE EEW BELANE UMD ARTH) [+ |
“Ep -+ - @A J) Qes Eenen S B B-SF-H

_FFEJ@] |;§‘] bt [0 33,135 .22, 1702080 srart flcalauthjussredy

x| @i

. o Back to mai
Smart card authentication sample (7) S|

Tools
Web e hdomator

User settings

Card 1D (HEX) |

Leogin name I

Logn password |

S| | (®)

=
[E] A-sifmranale i EE A3k b

No Button Action

(7) Back to main page

Quits to edit the ID information and goes back to the main page.
(8) Save

Updates the ID list and goes back to the main page.
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<<Panel image>>
When the authentication management is set approriately, the panel image will be as follows. (For 4 line LCD models,

the panel image will be different one)

Set an authentication card or enter login user
name and login password, then press [Login].

» Looin User Name

P Login Password

(1) Login User Name Display Area and Login Password Display Area

These areas display the login username and login password entered from the soft keyboard.

(2) Enter Buttons (Soft keyboard display buttons)

These buttons display a soft keyboard when they are clicked.

(3) Cancel Button

When this button is clicked, the entered user name and/or password are canceled.

(4) Login Button
When this button is clicked, a user authentication is performed with the given login user name and login

password.

Note: This Ul is for manual input authentication.
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When only the card authentication is allowed in enhanced authentication management settings, the screen will be

as follows. (For 4 line LCD models, the panel image will be different one)

@ Set an authentication cardl.
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10.4. Usage

Login
Set a card to the card reader device.
(For manual login, click the Enter button and enter a login user name and login password by using the soft

keyboard.)

Logout

Press the [Login/Logout] hard-key when you are in login.

Edit the ID list
The ID list can be modified from web screen or by editing [INSTALLPATH]/home/localauth.dat file directly.

How to modify the ID list from web screen:

- Add a new ID

Press “Add new user” button or “Add to the list” button. Then, input each information and press “Save” button.

- Edit an ID and the corresponding login user name and login password

Press “Edit” button of the ID which you want to edit. Then, edit each information and press “Save” button.

- Remove an ID

Press “Remove” button of the ID which you want to remove.
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11. Proximity card authentication sample

Location : sample/server/dist/285409978
URL : http://[ipaddress]:8080/proximity/localauth/main

11.1. Operation Environment

- PC/SC daemon is disabled. *

- Panel Service API is enabled. *

- No other SDK/J application using the Panel Service is currently active on the same device.

- The address book of the target MFP/LP has users whose login user name and the login password are set

appropriately. (For details on the address book configuration, see the document supplied with the target device.)

- The basic user authentication management and the enhanced authentication management are enabled on the

target device. (For details on the authentication function configuration, see the Panel Service User’s Guide.)

- The card reader is configured properly.

* Please see “SDK/J Authentication Package Settings Guide” for details.

11.2. Features Overview

This sample application is a server type application using Panel Service. The work flow of this sample is as follows:

1.

2
3.
4

Detects a card.
Obtains thelD of the detected card.
Converts the ID to the corresponding login user name and login password using the local ID list.

Performs the user authentication using the login user name and login password.

If the login user name and login password correspond which correspond to the detected card ID can not be found in

the ID list, the user authentication will fail. The ID list can be modified from web screen or by editing

[INSTALLPATH]/home/localauth.dat file directly.

This sample application uses javax.usb to communicate with cards. Please see “11.5. Card Reader Configuration” for

the cards/card readers available in this sample application.
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11.3. Screen Images

<<Web screen>>

- Main screen

¢ card authentic zample - Mi ift Internet Explorer

| B REE HTW BREADE UKD AT |
| «Fs - = - @D 4 4| Qs WbRAn a5 3| B S B

| PELAD |@ http:/ 41 27.0.0.1 8050 proximity/localauth main x| pisEh
=
_ R R 1 Feload
Proximity card authentication sample (1) [LReiad ]
Tools
TWeb Image Monitor

User settings

Add new user | (2) 3) 4)
el LU |L°gin narne Logm password |Edit Femove
021254 prozuser(] prozpassll Editl FEmnts |
021295 prozuser(] prozpassll Editl Remove |
nE1250 prozuser(2 proxpass0Z Editl e |
081252 proxuser(2 prozpass(2 Editl e |
093250 adimin Edit|| Remove |
Inserted Card ID
91253 Add to the list (5)

Insert a card to the card reader, then press the button below.

Check current card ID (6)
=

[&] m—TmETEnELE [ | | Avs—Feh Z

No Button Action

(1) Reload Reloads the page.

(2) Add new user Adds a new ID to the ID list.

(3) Edit Edits the selected ID / login user name / login password.

(4) Remove Removes the selected ID.

(5) Add to the list Adds the displayed ID to the ID list.

(6) Check current card ID Obtains the previously detected card ID and displays it on the screen.
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- ID edit screen

3 Proximity card authentication = ft Internet Explarer

| e REE RTWW BREADE W-LD AT

| «Fs -2 - Q[0 4| Qs GsRcn ro 3 S o E

| PELAY [E http:/ /1270018080 /proximity/localauth/useredit x| s
(7 Back to main page |

Proximity card authentication sample

Tools
Web Image Monitor

User settings

Card ID |
Login name |

Login password |

Sawe | (8)

=
R T v

€l

No Button Action
Quits to edit the ID information and goes back to the main page.

(7) Back to main page

(8) Save Updates the ID list and goes back to the main page.
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<<Panel image>>
When the authentication management is set approriately, the panel image will be as follows. (For 4 line LCD models,

the panel image will be different one)

Set an authentication card or enter login user
name and login password, then press [Login].

» Looin User Name

P Login Password

(1) Login User Name Display Area and Login Password Display Area

These areas display the login username and login password entered from the soft keyboard.

(2) Enter Buttons (Soft keyboard display buttons)

These buttons display a soft keyboard when they are clicked.

(3) Cancel Button

When this button is clicked, the entered user name and/or password are canceled.

(4) Login Button
When this button is clicked, a user authentication is performed with the given login user name and login

password.

Note: This Ul is for manual input authentication.
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When only the card authentication is allowed in enhanced authentication management settings, the screen will be

as follows. (For 4 line LCD models, the panel image will be different one)

@ Set an authentication cardl.
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11.4. Usage

Login
Set a card to the card reader device.
(For manual login, click the Enter button and enter a login user name and login password by using the soft

keyboard.)

Logout

Press the [Login/Logout] hard-key when you are in login.

Edit the ID list
The ID list can be modified from web screen or by editing [INSTALLPATH]/home/localauth.dat file directly.

How to modify the ID list from web screen:

- Add a new ID

Press “Add new user” button or “Add to the list” button. Then, input each information and press “Save” button.

- Edit an ID and the corresponding login user name and login password

Press “Edit” button of the ID which you want to edit. Then, edit each information and press “Save” button.

- Remove an ID

Press “Remove” button of the ID which you want to remove.
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The following table shows a list of the card readers supported by the sample applications. Before you use your card

reader with this sample application, please configure the reader by following the instructions described in this section.

Card type Manufacturer Model Description

HID RFIDeas, Inc. | BSE-PCPRXH- | Vendor ID : 0c27
Product ID : 3bfa

u Version : 0330
RFIDeas, Inc. | RDR-6081AKU | Vendor ID : 0c27
Product ID : 3bfa

Version : 0480
Indala/ RFIDeas, Inc. | BSE-PCPRXM- | Vendor ID : 0c27
Product ID : 3bfa

Motorola U Version : 0380
RFIDeas, Inc. | RDR-6381AKU | Vendor ID : 0c27
Product ID : 3bfa

Version : 0580
Casi-Rusco | RFIDeas, Inc. | RDR-6281AKU | Vendor ID : 0c27
Product ID : 3bfa

Version : 0580
NexWatch | RFIDeas, Inc. | RDR-6N81AKU | Vendor ID : 0c27
Product ID : 3bfa

Version : 0580
iClass RFIDeas, Inc. | RDR-7081AKU | Vendor ID : 0c27
_ Product ID : 3bfa

Mifare(*1) Version :0582
Mifare(*1) | RFIDeas, Inc. RDR-7581AKU | Vendor ID : 0c27
Product ID : 3bfa

Version : 0560
Legic interflex IF 72 Vendor ID : Oce8
Product ID : 003b

USB/RS232 Version : 3469
Swipe Tysso TMSR-33-U-sg | Vendor ID : 1130
Product ID : 0001

Version : 0100

(1)

ISO 14443, Type A - read only; MIFARE® Standard (serial number)

SDK/J Authentication Package v1.0 Sample Application SDK/J Authentication Package Version:1.0 -34-



RICOH Confidential

11.5.1. Configuring the working setting for the card reader
11.5.1.1. RFIDeas

1. Install the enroll tool

In order to configure the working setting for the card reader, first install the enroll tool on your PC.

The enroll tool can be obtained from: http://www.rfideas.com/.

This enroll tool is provided by RFIDeas, Inc. and can be used to configure the working setting for the card readers

of that company.

2. Set the working setting for the card reader

Set the working setting for the card reader by using the enroll tool.

As the necessary working setting varies between models, be careful when configuring it.

[RDR-6081AKU, RDR-6381AKU]

Keystroke Data Tab Advanced Tab
Bl ocProx and AIR ID Enroll Gonfiguration Utility for USB and RS-232 Readers |- Bl pcProx and AIR ID Enroll Gonfiguration Utility for USB and RS-232 Readers ||
File  Help Eilz=  Help
=& ==
[ Timing T Card Formeats T Ahaut [ Titming | Card Formeats I Ahout
Connect Il Set Keystroke Data 1 Advanced Connect | Set Keystroke Data T ‘Advanced:
PARITY BIT Strip parity bit count. Leading Parity ,1_ LLED - Ce=p Brtle) ,1_ W18 Gtewitale) o 15 beeite
Eorce data to length W [~ SDK Contiols LED | Besp Enter address 0127 ’7
3 3 I~ Red
r&%%ﬂy CODE [~ SendFACcode |~ FacHex FAL fixed to this length [~ Gresn List of uniquz USE reader addhesses [§7 | _ Change Readsr
1D fized to this length
o iz ¥ ’7 Software Developer Kit Mode Characters Sent When
] Card is Removed
PARITYEIT  Stip parity bit count:  Traiing Farity ,1— I Enables quiet mode for usage with the Software developer's Kit
First character
RawData |
These pre-characters are sent ahead of card Second character
data: NOTE: Max of 2 total for pre and post ‘NDNE ﬂ ‘ J | J
keys. Pre- characters have priarity. 4
I~ Enable FACAD character This char sent between FAC & D
I~ Reverse Wiegand Bits I~ Read only cards with this bit count l_ [~ Euro KeyPad
These post-characters are sent after the card  [yoNE - [ Eeable oo e o L [l N
oo | = Bl | -
[~ Disable appending keystioke I This keystroke appended to data |ENTER - I (- =
5 Config ch d -
[~ Configchanged [ TestR5-232 model lead poFros st AAID._| oK | [~ Config change I TestRS-232 model Ressd poPronor AIRID_ | oK ‘
Use this field o PR ENEee e oA T MO Earecd Use this lield to it ta peProx or AlR 1D Cancel
view card data wiew card data
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[RDR-6281AKU]

Keystroke Data Tab Advanced Tab

Bl pcProx and AIR 1D Enroll Gonfiguration Utility for USB and RS-232 Readers (=) D B3| | [BErcProx and AIR D Enrell Configuration Utility for USE and RS-232 Readers =)
Eile  Help File  Help

( Timing T Card Formats T About ( Titming T Card Formats T Ahout
Connect T Set Keystroke Data T Advanoed Connect T Set Keystroke Deta T p
PARITYBIT St parity bt cour: Leading Parity [T WD = iz B I S Mesdatt) am s (et
Force data to length v " SDK Contrals LED [ Beep Erier addess 027 [
FACILITY CODE FAC fived o this length [ 7t
[FAC) ol el s | e y wedto : e [~ Gieen List of unique USB reader addresses [ = Change Reader
IID fixed ta this length
ID CODE
o ,_ Software Developer Kit Mode Chalact?zls Sent When
P — N Feri PRy r— [ Enables quiet mode far usage with the Software developer's Kit Card is Removed
First character

Raw Data |

Second character

These pre-characters are sent ahead of card
data: MOTE: Max of 3 total far pre and post NONE j | J | J

keys. Pre- characters have prionity.

I Enable FACAD character This char sent between FAC & 1D

e L iegand Qi [ Beadonly cards with this bitcoust o [~ Euro KeyPad
These post-characters aie sent after the caid oy j | J | J E hable output as Hesidecimal [_Reverse Butes | i
dala: v Irwert wWisgand Data [psFrosH oriy] | kw Ignors Hew data inversion overide | Enabls B4 bit math
[~ Dizable appending kepstroke This keystroke appended to data |ENTER - - —
. Config ch d -
[~ Configchanged [ TestRS-232 modsl ReadpeProsorAIRID | | LY CrmGER=y | e Read peProx or AIR 1D X

“wirite to pcPres or AIR 1D Cancel Use this f‘ijaldd Eo ‘Wiite to pcProx or AR 1D Cancel
wiew card data

Use this figld to
view card data

[RDR-6N81AKU]

Keystroke Data Tab Advanced Tab

Bl pcProx and AIR ID Enroll Gonfiguration Utility for USE and RS-232 Readers |-
Bl pcProx and AIR ID Enroll Configuration Utility for USB and RS-232 Readers =) =5

Eile  Help

( Timing T Card Formats T About
[ Timing T Card Formats | Apout Connest I Set Keystroke Deta Il Advanced:
Connect | Set Keystroke Data I Acvanced
LED - Beep Control ,1_ USB Reader{s] on this Machine
[~ SDEk Controls LED  [v Besp
Enter address 0127
PARITY BIT Shiip parity bit count: Leading Parity ,U_ SR = ~ Fed . nter address
[~ Green List of unique USB reader addresses [ij = Change Reader
FACILITY CODE [~ SendFACcode [ FacHes FAL fixed to this length
[FALT
1D fired ta this length Software Developer Kit Mode Characters Sent When
ID CODE i [z [~ Enables quist mode for usage with the Software developer's Kit Card 1s Removed
First character
EPNeTEev ey . BT =} — RawData |
1o
Second character
These pre-characters are sent ahead of card
data: MOTE: Max of 3 total far pre and post NONE j | J | J
keys. Pre- characters have prionity.
I~ FReverse \Wisgand Bits [ Fead only cards with this bit count [~ Euro KeyPad
[~ Enable FACAD character This char sent between FAC & 1D [~ Enabis ou u?as Hesidecimal [ HEVEISEEHIES = r "
™ P - d I v Ireert wiegand Data [pcProsH only] I Ignore HM data inversion ovemide | [ Enable B4 bit math
ese post-characters are sent after the card [y =
cad | 1 B =y L
™ Disable appending kepstroke it L dehiedate EMFER L fe——
I~ Config change ™ Test R5-232 model Risad peFros or AR D ok |
[~ Configchanged [~ TestR5-232 model ok, Use this fisld o (73718863 Wit to pPros or AR 1D
Read peProsor AR ID | view card data P Cancel

Use this fisld to | 53718863 V] -~
vigw card data
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[RDR-7081AKU]

This card reader supports both iClass and Mifare; set the working setting properly for the card you use.

B |[Class

Keystroke Data Tab Advanced Tab

Bl ncProx and AIR ID Enroll Gonfiguration Utility for USB and RS-232 Readers (=)
File Heh

Bl vcProx and AIR ID Enroll Gonfiguration Utility for USB and RS-232 Readers =)
File Help

[ Timing T Card Formats T Ahout |/ Timing T Card Formats T About
Connect T Set Keystroke Data T Acvanced Connect T Set Keystroke Data T Advanced
A - - LED - Beep Control [ USB Readerfs) on this Machine
PARITY BIT St ity bit b Leading Parit
e | Force dats tolendth [~ SDK Corroks LED [ Beep By e D
[~ Red
FACILITY CODE FAC fized to this length . .
[FAC) o Geelberdy | e ik edio fnis lend [~ Green List of unique USB reader addresses [g > Change Reader
|0 fixed to this length
DGz v ’_ Software Developer Kit Mode Characters Sent When
i 's Ki Card is Removed
PARITY BIT  Stip pary bit court: Traling Pariy [1 [~ Enables quiet mode for usage with the Softvare developer's Kit.
First character
RawData | ’ﬁ
These pre-characters are sent ahead of card Second character
data: NOTE: Maw of 3 total for pre and post ‘NDNE ﬂ ‘ J | J
kevys. Pre- characters hawve priarity. g
I Enable FACAD character Thiz char sent between FAC & ID
[ Reverse'wiegand Bits ™ Read only cards with this bit count ’_ [ Euro KepPad
These post-characters are sent after the card  [yoyE j ‘ J | J nable ollput as Herdecimal T r
data: Iv_Invert Wwiegand Data (pcProxH onl Iv _larore HAw data inversion ovenide [~ Enable 64 bit math
[~ Disable appending keystioke This keystroke appended to data |ENTER - - —
i E Config ch d B
[~ Config changed [~ TestRS-232 model Read pePro o AR ID | 0K, | [~ Config change [~ Test RS-232 model Fiaad pePrax o IR 1D ‘ 0K |
\Use this fizld to TN 16 BT B BIE L Cancel Use this field to ‘write to pcProx o &IR 1D Eameel
view card data view card data

B Mifare

Keystroke Data Tab Advanced Tab

Bl ncProx and AIR ID Enrall Gonfiguration Utility for USB and RS-232 Readers |-

Bl vcProx and AIR ID Enroll Gonfiguration Utility for USB and RS-232 Readers =)
Fil=  Help

File  Help

[ Timing I Card Formats | Ahaut [ Tirmings ]’ Card Formats ]’ About
Connect T Set Keystroke Data; T Advanced Connect T Set Keystroke Data T Advanced
pr—————————
PARITY BIT Strip patity bit count: Leading Parity [ ILED = (et (Errfi) h_ USB Reader(s] on this Machine
Force data to length r [~ SDK Contols LED v Besp Enter addiess 0-127
[~ Red
FACILITY CODE FAL fized to this length
[F&C) B Gl ess |m Fes Lzl G, [~ Green List of unique USE reader addresses [ - Change Reader
|D fixed ta this length
o il I r Software Developer Kit Mode Characters Sent When
g Card is Removed
PERITY BIT STl ennt Ty | R | [ Enables quiet mode for uzage with the Saoftware developer's Kit. Fret chameatr
Raw Data |
These pre-characters are sent ahead of card Second character
data: MOTE: Max of 3 total for pre and past HONE ﬂ ‘ J | J
keys. Pre- characters have priarity. g
I Enable FACAD character Thiz char sent between FAC & ID
— & [ EunKeyPad
These post-characters are sent after the card [yoyE - | ~| 1 - v Enable output as Hexidecimal v Reverse Butes r
data: v r i i [~ Enable B4 bit math
[~ Disable appending keystioke This keystroke appended to data |[ENTER - I (- —

. p Config ch d Test RS-232 model
[#  Config changed I~ Test RS5-232 model Resd poFror o AR 1D | ok | [7 Conlig change I~ Tes model

Use this field to ‘wiite ta pePros or AR 1D [e— Usge this field to

views card data wview eard data

Read peProx or &R 1D | 0K |

Write to pePrax o AR 1D Cancel

SDK/J Authentication Package v1.0 Sample Application SDK/J Authentication Package Version:1.0 -37-



[RDR-7581AKU]

RICOH Confidential

Keystroke Data Tab

Advanced Tab

.pl:Prnx and AIR ID Enroll Gonfiguration Utility for USB and R5-232 Readers
Eil=  Help

=]

Lo

Bl pcProx and AIR ID Enroll Gonfiguration Utility for USB and RS-232 Readers E]

Eile  Help

==

[ Tining | Card Farmats | About [ Tirning | Cord Formats | “Shout
T T Advanced Connect T Set Keystroke Data T Advanced

FARITY BIT Ship parity bit count: Leading Parity ’n_

Eoice data to length r
FAL fixed ta this length
o

FACILITY CODE [~ SendFACcode | FacHex
[FALC]

10 fizmd o this Jen ot

1D CODE 2

FRFTTT O GIp panty BF count: T raning Fany 0

These pre-characters are sent shead of card
data: NOTE: Max of 3 total for pre and post
kevs.  Pre- characters have priority.

ke =] Ei El

[ coon &

These post-characters are sent after the card ‘NUN f
5t

4 pua | pual jy | I |
[ Disable appending keystroke: This keystroke appended to data !

[ Enable FAC/ID character This char sent between FAC & 1D

LED - Beep Control
[~ SDK Control: LED [ Beep
[~ Red
[~ Green

[t USB Readei(s) on this Machine

Enter address 0127
List of unique USB reader addiesses m Change Peader

Software Developer Kit Mode
I Enables quiet mode for usage with the Software developer's Kit.

RawData |

Characters Sent When
Card is Removed

First character

Second charactar

L cErD |

I~ Reverss Wiegand Bits [~ Read only cards with this bit count [f [~ Euro KeyPad
[v Enable output as Hexidecimal I Reverse Bytes r

e u [ Enable 64 bit math

[~ Canfig changed [~ TestRS-232 madel

Read pePraxor AIR 1D | Ok |

FRRY L A i A W V) Cancel

Use this field ta
wiew card data

[~ Config changed I~ TestR%-232 model

Flead poProx ar 4R 1D | OK ‘

“Wite to pcProx or IR 1D Cancel

Use this field to |
wigw card data

This reader returns the reversed bytes of the actual card ID.

For example, if the card ID is “9A5F5026", the card reader obtains it as “26505F9A".
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1. Install the enroll tool
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In order to configure the working setting for the card reader, first install the enroll tool on your PC.

The enroll tool can be obtained from the CD-ROM. For details, see the manual of the card reader.

2. Set the working setting for the card reader

By using the enroll tool, set the working setting for the card reader as follows:

4. IF72 Configurator

File Wiew 7

ol

— Reader Option:
— Device [F 72
Firmware Description Standardsoftware Application Yersion 4
Active Fimware Mode Application Boot Version | 4.
— Operation Mode Feader Interfaces
%" Standalone [IF70)  Mitare & USE | RS5232 € 9600 bd =
® FE e & LEGIC C Wiegand € 4500 bd eIkl Dl |
= DLL Access " proif = [agnet £ 2400 bd
 HD C 1z00kd wiite Deviee > |
— Standalone [IF70] / PC Login Mode:
51 52 53 54 USE
|ON OFF OFF ON  Unikatsnummer + TAB = Qpen.. |
RS5232
|ON DFF OFF ON  Unikatsnummer mit STX/ET2 =l Save bs.. |

— Firmware Dowaload

Fie |

L

Start

Check Reader Type...

Eereit

Switch Reader to Boot Mod
F eading Device Parameter

0K
K.

:

Exit

[ wom [
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11.5.1.3. Tysso

1. Install the enroll tool

In order to configure the working setting for the card reader, first install the enroll tool on your PC.

The enroll tool can be obtained from the CD-ROM. For details, see the manual of the card reader.

2. Set the working setting for the card reader

By using the enroll tool, set the working setting for the card reader. In this case, be sure to use the default setting.

File Tab(select default) Transmit Tab

B MSR for TMSR/MMSR Setting Application 7| R fo R R Se iR =]
[ Fe | Fii Transmit :
Setling
ﬂ Tranamit AS-232 | Keyhbord I USB
3y R -;’S i Transmit settings from USB interface:
-
L .-::l.-

Transmit

11.5.2. Checking the operation of the card reader
Open the Notepad and check if the card ID is properly read.

If a wrong value is obtained, check the working setting for the card reader.
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11.5.3. Using another card reader than the supported card readers

If you wish to use a card reader that is not mentioned in “11.5 Card Reader Configuration”, you might first want to

check the version of the card reader. You may be able to use the card reader for the sample applications if it can

obtain the card ID in the following format: <Card ID><CR><LF>

1. Check the version of the card reader

1. Open Device Manager.

2. Select Properties in Human Interface Devices.

3. Select Details tab and select Hardware Ids.

Q File Action Wiew Window

E Computer Management

Help

CalciE== R TS

E Computer Management {Local)
Elm Systern Tools

[#1-{§] Evertt Viswer

Shared Folders

Lacal Users and Groups

Device Manager

EI& Starage

S Removable Storage

& Disk Defragmenter
B -i Disk. Management

[]--@ Services and Applications

B Performance Logs and Alert:

2l | »

a RICOH-PREOUACLL

'§ Computer

Disk drives

§ Display adapters

L, DYDY CD-ROM drives

=2 Floppy disk controllers
& Floppy disk drives

EI& Hurman Inkerface Devices

----- {48 USE Human Interface Device

[+-4=% IDE ATAJATAPT controllers
[-é59 IEEE 1394 Bus host controllers
-z Kevboards

-1y Mice and ather pointing devices
- & Manitors

[+]- EE Metwork adapters

- Ports (COM & LPT)

(- #8% Processors

- @, Sound, video and game contrallers
[+-%e# Storage volumes

£
M

H- iy Swstem devices
- Universal Serial Bus controllers

When the value is “Vid_0c27&Pid_3bfa&Rev_0582", it means:

Vendor ID=0c27
Product ID=3bfa

Release Version Number=0582

2. Reqister the information with the property file

USE Human Interface Device Properties d B

Generall Driver  Details I

% USE Human Interface Device

Froperty

Walue

LSBYid_DeZ?%Pid_3bfakRey_ D582
LSBYYid_DeZ?%Pid_3bfa

Ok I Cancel

Register the Vendor ID, Product ID, and Release Version Number with the property file.

The property file is available at: sdk/[dsdk or server]/dist/[product id]/card.reader.properties
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Change History

Ver. 1.05 11.5.1.1. RFIDeas
1. Download Enroll Tool
Modified the URL of the link.
Ver. 1.04 Update “Terms of Use and Trademarks”
Ver. 1.03 SDK/J v4 or later version based on SDK/J AP v1.0 option package for SDK/J

V2.
Update execution/operation environments for each application
Integrate proximity sample and mifare sample

Added some non pc/sc card readers support
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